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Enhancement of a Lightweight Attribute-Based
Encryption Scheme for the Internet of Things

Syh-Yuan Tan

Abstract—In this paper, we present the enhancement of
a lightweight key-policy attribute-based encryption (KP-ABE)
scheme designed for the Internet of Things (IoT). The KP-ABE
scheme was claimed to achieve ciphertext indistinguishability
under chosen-plaintext attack in the selective-set model but we
show that the KP-ABE scheme is insecure even in the weaker
security notion, namely, one-way encryption under the same
attack and model. In particular, we show that an attacker can
decrypt a ciphertext which does not satisfy the policy imposed
on his decryption key. Subsequently, we propose an efficient fix
to the KP-ABE scheme as well as extending it to be a hier-
archical KP-ABE (H-KP-ABE) scheme that can support role
delegation in IoT applications. An example of applying our
H-KP-ABE on an IoT-connected healthcare system is given to
highlight the benefit of the delegation feature. Lastly, using
the NIST curves secp192kl and secp256kl, we benchmark the
fixed (hierarchical) KP-ABE scheme on an Android phone and
the result shows that the scheme is still the fastest in the
literature.

Index Terms—Attribute-based, cryptanalysis, encryption, hier-
archical, Internet of Things (IoT), key-policy, lightweight.

I. INTRODUCTION

HE CONCEPT of identity-based encryption (IBE)
T scheme was first proposed by Shamir [32] in 1984 but
the first concrete scheme was proposed 20 years later by
Boneh and Franklin [6] with the help of bilinear pairing oper-
ation. IBE is proposed to eliminate the need of certification in
public key infrastructure (PKI), where a user’s public identity
string, such as name, e-mail, phone number, national number,
and so on is used as the user public key. There are only two
entities in IBE, namely, the private key generator (PKG) and
user. PKG generates users’ decryption keys upon receiving the
identities from users. When key generations are done, PKG
can go offline and the users can communicate to each other in
peer-to-peer (P2P) mode. Due to this key escrow property in
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PKG, IBE is suitable to be deployed in a closed system, such
as that in Internet of Things (IoT) applications. For example, a
factory can setup a PKG server to generate the decryption keys
for each sensor, machine, IP camera, and smart phone with
the MAC addresses or phone numbers as the public identities.
The PKG server can then go offline and activates again only
when it is necessary while the IoT devices can communicate
securely in P2P mode.

Although IBE system is more efficient as compared to
PKI, it remains a problem at the moment of selecting
the most appropriate public identity as the public key.
Sahai and Waters [30] are the first to answer this by extending
IBE to support multiple identities which termed as attributes
in their attribute-based encryption (ABE) scheme. In ABE, a
decryption is successful if the attribute set w on a ciphertext
is close to the attribute set @’ on user decryption key for a
predefined threshold ¢ such that |w N | > t. ABE schemes
blossom since then and further developed into key-policy
ABE (KP-ABE) [16] and ciphertext-policy ABE (CP-ABE) [5]
schemes. In KP-ABE scheme, an access policy A is imposed
on the user decryption key and the decryption is successful
only when the attribute set w on ciphertext can satisfy the
policy such that A(w) = OK. For instance, an access pol-
icy on decryption key can be generated as A = {10.0.0.123
OR MachineX OR (AdminHP AND SensorDept)} so that the
key can only decrypt the ciphertexts intended for either the
IP address of 10.0.0.123, or MachineX or an administrator’s
smart phone from the sensor department. The CP-ABE scheme
on the other hand places A on ciphertext and the concept of
decryption is the reverse of KP-ABE scheme.

In order to deploy ABE schemes on IoT devices, some
technical problems have to be addressed, such as the lim-
itations of processing power, memory, and battery life. An
ideal IoT-friendly ABE scheme needs to possess low algorithm
complexity, short system parameters, short decryption key, and
short ciphertext to cover these limitations yet remains secure at
the same time. In view of this, KP-ABE schemes appears to be
a better candidate compared to CP-ABE schemes because the
former has faster encryption process in which the ciphertext
only involves attribute tagging, instead of the generation of
an access control policy. Besides, in general, an efficient ABE
schemes can be constructed on elliptic curve (EC) [3]-[5],
[15]-[19], [25], [26], [42], [45], [46] and Lattice [7]-[9] with
the former possessing lightweight algorithms while the latter
resisting quantum adversaries with higher algorithm complex-
ity. Without considering the quantum adversaries, EC-based
KP-ABE is a more appropriate candidate for IoT devices and
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we can further dissect the KP-ABE based on the types of
EC. When a pairing-friendly curve is involved, a KP-ABE
scheme needs to execute the costly bilinear pairing operation
during decryption and this left us with pairing-free EC-based
KP-ABE schemes as the best choice for IoT application.

However, provably secure pairing-free KP-ABE schemes
are scarce. To the best of our knowledge, there are only two
such schemes [18], [42] to-date. Herranz’s provably secure
pairing-free KP-ABE scheme [18] is widely recognized by the
cryptographers to be the first of its kind. The KP-ABE scheme
is based on ElGamal encryption scheme and achieves the
ciphertext indistinguishability against chosen plaintext attack
(IND-CPA) in the adaptive security model though it has a
shortcoming in the performance. This is because its security
parameters is linear to the number of maximum users sup-
ported and this resulted in huge public keys and ciphertext
size. Also, it means that after the KP-ABE scheme is initial-
ized, adding a new user to the system is not allowed unless
the scheme is reset. Therefore, Herranz’s KP-ABE scheme is a
good candidate for one-time event that has small pool of users.

We discovered that, a year earlier than Herranz’s work,
Yao et al. [42] proposed an IND-CPA-secure pairing-free
KP-ABE scheme in the selective security model, which is
weaker than that of Herranz’s but sufficient for IoT applica-
tions in the practice. Despite having the similar length in public
parameters and user decryption keys compared to those of
the state-of-the-art schemes, the KP-ABE scheme has approx-
imately three times shorter ciphertext and two times lower
computational overhead [42]. Although Yao et al.’s KP-ABE
scheme cannot support heterogeneous IoT model yet, it has
been selected as the core engine to secure the transaction of a
billing system in vehicular cloud computing architecture [28]
and to secure the health record transmission of a medical-
cyber physical system [24]. The KP-ABE scheme was also
referred in [13], [22], [29], [33], [44], and [47] but none of
these works analyze its security in depth.

A. Contribution

In this paper, we cryptanalyze Yao et al.’s lightweight
KP-ABE [42] scheme and discover a vulnerability in the
key generation algorithm. Subsequently, we demonstrate that
Yao et al.’s KP-ABE scheme is not even secure in the weaker
security notion, namely, one-way encryption under chosen-
plaintext attack (OWE-CPA) in the selective-set model. This
indicates that a malicious user A can unauthorizedly decrypt
a ciphertext whose attributes do not satisfy the policy on A’s
decryption key. As a result, we proposed an efficient fix for
the vulnerability and also extend the fixed KP-ABE into a
hierarchical KP-ABE (H-KP-ABE) scheme. The H-KP-ABE
answers the open problem of poor generality [42] in the orig-
inal scheme, where H-KP-ABE can simultaneously support
unit IoT and ubiquitous IoT applications which require single
PKG and multi-PKG, respectively.

B. Organization

This paper is organized as follows. We briefly describe
the related mathematical tools and the security notions of
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KP-ABE scheme in Section II. The KP-ABE scheme proposed
by Yao et al. is presented in Section III, followed by the
cryptanalysis result in Section IV. In Section V, we present
the efficient fix and also the H-KP-ABE scheme. Finally, we
conclude this paper in Section VI.

II. PRELIMINARIES

In this section, we briefly describe the mathematical
assumption and tools needed to define the KP-ABE scheme
and its security notions.

A. Lagrange Coefficient

In 1979, Shamir proposed the first secret sharing
scheme [31], which applies the polynomial interpolation tech-
nique. It states that a n-degree polynomial can be reconstructed
by computing f,,(x) = ZZ=O A; s(x)y; when (n+ 1) points are
given, where A; g is called the Lagrange coefficient.

Definition 1: Given that (n + 1) points represented by
(xj,yi) for i ={0,...,(n — 1)}, A;s(x) can be computed as
Ajs(x) = H?:(),j#k(x - xj/xk - Xj).

For sharing a secret ap among n number of parties and
recovering with the presence of minimum ¢ parties, a (t — 1)-
degree polynomial f;_1)(x) = Z;;(l) aix' mod g is con-
structed, where, the coefficients aj,az,...,a;-1 € Z; are
randomly selected. Each secret share f(x) is equally distributed
for i number of users. When ¢ tuples (x, f(x)) are presented,
the polynomial fi;_1)(x) can be reconstructed by Lagrange
interpolation and the secret f(0) = ag is recovered.

B. Access Tree

Similar to Goyal et al.’s scheme [16], Yao et al.’s KP-ABE
scheme [42] views access policy as an access tree as follows.
Throughout this paper, we will use the symbol A to represent
an access policy in the text form and I" to represent an access
policy in the mathematical form.

Definition 2 (Access Tree): Let I' represents an access tree.
Individually every nonleaf node of the access tree represents a
threshold gate, that represented by its children and a threshold
value. Let num, be the number of children of the node x and
dy is its threshold value, then 0 < d; < num,. When d, = 1,
the threshold gate is an OR gate, and when d, = num,, it is
an AND gate. Each leaf node x of the access tree is described
by an attribute and a threshold value d, = 1.

The parent of node x in an access tree is denoted by
parent(x) and the function index(x) returns the sequence num-
ber of node x under parent(x), ranged from 1 to num,. The
index values can be uniquely assigned to nodes in the access
tree for a given arbitrary key. The function attr(x) is uniquely
created for the leaf node x that represents the associated
attribute. I'y is an access tree with root node x which returns 1
when it is satisfied by an attributes set w such that ['y(w) = 1;
otherwise, I'y(w) = 0. If x is a nonleaf node, I'y (w) is com-
puted recursively for all its children x’ and I'y(w) = 1 if and
only if at least d, children return 1. However, if x is a leaf
node, I'y(w) = 1 if and only if attr(x) € w.
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C. KP-ABE Scheme

A KP-ABE scheme consists of four algorithms, namely,
Setup, Encrypt, Key-Generation, and Decrypt [42].

1) Setup (1¥): Take in a security parameter and output the
public key parameters Params and the master key MK.

2) Encrypt (M, w, Params): Take in a message M, a set of
attributes w, and the public parameters Params to output
the ciphertext CM.

3) Key-Generation (I', MK, Params): Take in an access tree
", the master key MK, and the public parameters Params
as input to output the decryption key D corresponding
to I'.

4) Decrypt (CM, D, Params): Take the ciphertext CM, the
decryption key D, and the public key parameters Params
as input. If I'(w) = 1, decrypt the ciphertext CM and
output message M; otherwise, return L.

D. Security Model

The security notion of ciphertext IND-CPA in the selective-
set model [16], [42] is defined as the game played between a
challenger C and an adversary A as follows.

1) Initialization: The adversary A declares the set of

attributes o that it wishes to attack upon.

2) Setup: The challenger C runs the Setup algorithm and
sends the public parameters Params to .A.

3) Phase 1: A is permitted to issue as many queries as it
wants for the decryption keys for all access policy A;
such that A;(w) =0, for all j.

4) Challenge: A submits two equal length messages My
and M to C. C flips a random coin v to encrypt M,
under the attributes set w and return the ciphertext to A.

5) Phase 2: Repeat Phase 1.

6) Guess: A outputs a guess v of v.

A KP-ABE scheme is said to be IND-CPA secure in the
selective-set model if A can win the game above with at most a
negligible advantage ¢ = Pr[v/ = v]—(1/2) for all polynomial
time adversary A.

In the weaker security notion of OWE-CPA [34] in the
selective-set model, the adversary A is given a ciphertext CM
during the Challenge phase. A wins the game if the cor-
rect plaintext is recovered during the Guess phase such that
M = Decrypt(CM).

III. YAO et al.’s KP-ABE SCHEME

We briefly describe Yao et al’s KP-ABE [42] scheme
before presenting the cryptanalysis result.

A. Setup (I¥)

Let G be a group of points on an EC with subgroup of
prime order g defined over a finite field. Define the attribute
universe as U, where |U| = n. For each attribute i € U, choose
arandom s; € Zj and the public key of each attribute i is P; =
5;G, where G € G is the base point. Next, choose a random
s € Zj; to be the master (private) key MK and the master public
key PK is computed as PK = sG. The public parameters are
denoted by Params = {G, G, PK, Py, ..., Pjyj}.
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B. Encrypt (M, , Params)

To encrypt a message M under a set of attributes w, ran-
domly choose k € Zfl to compute C' = kPK = (K,, Ky).
Thereafter, compute C; = kP; for each i € w and C and
MAC,, as

C = ENC(M, K,)
MACy = HMAC(M, K,)

where ENC(-,-) is a secure symmetric key encryption
algorithm. The resulted ciphertext is denoted as CM =
(w, C,MACy, Cicp).

C. Key-Generation (I', MK, Params)

Define a random polynomial g,(x) with degree of (d, — 1)
for each node u in the access tree I' in a top-down man-
ner, where d, is the threshold of the node u. For the root
R of the access tree I', set qr(0) = s and choose (dp — 1)
other points for the polynomial gg(x) randomly to determine
it uniquely. For any other nodes (including leaf node) u,
qu(0) = gparent(w) (index(u)). Similar to gg(x), (d, — 1) other
points are chosen randomly to define polynomial g, (x).

When the polynomial of a leaf node u in the access tree is
defined, a secret share of the decryption key for the leaf node
u is defined as D, = (q,(0)/s;). This process is repeated for
each leaf node and decryption key is defined as D = {D,} =
{(qu(0)/si)}, where i = attr(u) and i € w.

D. Decrypt (CM, D, Params)
For each leaf node u, assuming i = attr(u), the recursive

procedure of decrypting each node DecryptNode(CM, D, u) is
defined as

D,Ci = qu(0)s; 'kP;

= qu(O)si_lksiG

= qu(0)kG, (i € w)
1, Otherwise.

DecryptNode(CM, D, u) =

For a nonleaf node u, call DecryptNode(CM, D, v) for
each of its child node v. Let §' be a set with arbi-
trary child nodes of u. For each node v € ¥,
DecryptNode(CM, D,v) #.1, produces a non-null out-
put. If no such § exists, DecryptNode(CM, D, u) = L.
DecryptNode(CM, D, u) is defined as follows, where i =
index(v) and S = {index(v), v € S’}

DecryptNode(CM, D, u)
= > A;5(0)DecryptNode(CM, D, v)
veS

= A5 (0)g,(0)kG
ves’

=) A5 (0)gpareni(v) (index () kG
ves’

=Y A5 (0)q.()kG

ves'

= qu(0)kG.
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Based on DecryptNode(CM, D, R) = qgr(0)(kG) = s(kG) =
(K}, K}), the encrypted message M can be decrypted as M’ =
DEC(C, K}) and verified such that HMAC (M, K;) = MACy,.

IV. CRYPTANALYSIS

In this section, we show that Yao et al.’’s KP-ABE [42]
scheme is insecure by mounting a chosen-plaintext attack
(CPA) in the selective-set model to break the one-wayness of
encryption. OWE-CPA is a weaker security notion compared
to the IND-CPA claimed in [42]. The OWE-CPA presented
here is an analogy of insider attackers .4 who can by-pass
the access policy imposed on their decryption key to decrypt
a prohibited ciphertext. In order to ease the explanation, we
consider a small universe of attributes U = {x, y, z} in which
{x} is the targeted attribute. Viewing x =9C:B6:54:49:C7:FA
as the victim’s MAC address, y = 10.0.0.1 and z = 10.0.0.2
as the IP addresses of malicious nodes obtained from Sybil
attack, we show that the encrypted data of the victim can
always be decrypted by the malicious nodes. Following the
security model in Section II-D, the attack works as follows.

Initialization: A decided to attack the attribute w = {x}, i.e.,
decided to decrypt a ciphertext whose attribute is {x}.

Setup: A receives Params = {PK, Py, Py, P,}.

Phase 1: A issues three queries for the decryption key with
access policy A; = {y OR z}, A, = {x AND y} and A3 =
{x AND y}, where A, and Aj are the same attributes. Since
Aj(w) = Ay(w) = A3(w) = 0, these decryption key queries
are permitted according to the selective-set security model.
In particular, the decryption keys are represented as Dy, =
{Dy, D;}, Dp, = {Dy,, Dy}, and Dp, = {D/ux, D;v} such that

s

D, = —
Y Sy
s
D, = —
Sz
D — qu, (0) _ groot(index(x)) s+ a(index(x))
e Sx B Sx B Sx
D — qu, (0) _ Groot(index(y)) s+ a(index(y))
= Sy B Sy B Sy
o ,,(0) _ Ghoor (index (x)) _s + d’(index (x))
o Sx Sx Sx
o 9,0 g (index(y)) _ s+ d(index(y))
Uy - -
) Sy Sy Sy

where the coefficients of root polynomial a,d € Ly are
randomly selected by PKG.

Challenge: A ends Phase 1 and receives the challenge
ciphertext CM = (w, C,MACy, Cy), where C; = kP,
w={x}, and k € ZZ.

Guess: A first extracts the valid decryption key D* from
Dy, Dp,, and Dy, as follows.

1) X = (1/index(x))(Dy, — D, )

1 s+ a(index(x)) s+ ' (index(x))
~ index(x) ( )

Sx Sx
_ 1(s—l—a(l) —s—a’(l))
Sx
a—d

Sx
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2) ¥ = (1/index(»)) (D, — D))
1 (s +a(index(y))  s+d (index(y)))

index(y) Sy Sy
1/s+a®@) —s—dQ2)
=5 ()
_ a—d
=
3) D* = XxY ' xDy = (a—d/sy) x (sy/a—a') x (s/sy) =

(s/52).
Chronologically, to successfully decrypt M = DEC(C, Ky),

A calculates C’" as follows:
C =D*-C

s
= —kPy

Sx
= iksxP

Sx

= ksP

= kPK = (K., K).

Since A can extract a valid decryption key for w = {x},
decryption is always successful. This shows that the one-
wayness of Yao er al’s KP-ABE scheme does not hold,
where malicious users can collude together to generate a valid
decryption key to decrypt a ciphertext which none of them
alone can decrypt successfully.

A. Discussion

The main cause of the insecurity of Yao et al.’s KP-ABE
scheme is in the key generation algorithm which is somehow
deterministic, i.e., the decryption key are always the same if
the access policy is a single level OR gate. Throughout the
lifetime of the KP-ABE scheme, each attribute i € U is bound
to a public parameter P; = s;G. Although the user decryption
keys and their respective access policy are randomized using
the random polynomials from secret sharing scheme, these
polynomials are meant to converge and recover the master
private key s. Thus, most of the randomness in the decryp-
tion keys can be eliminated also by applying the similar key
recovery process.

One may question why this vulnerability exists while a secu-
rity proof has been given by Yao et al. [42]. In order to answer
this, we analyze the security proof and found that it is not cor-
rectly constructed. At the beginning of the proof, the simulator
B was allowed to choose the scalar multipliers ¢, d, z € Z;; and
set them as the ECDDH challenge for .A. This allows B to set
the shared secret in the root polynomial as Qr(0) = ¢ dur-
ing the key generation in Phase 1. Such setting is actually a
wrong-doing as it violates the assumption of ECDDH, where
the scalar multipliers of the elements in the ECDDH instance
(A, B, Z) = (cG, dG, cdG or zG) should not be known to B.
If B knows ¢, deciding whether Z = ¢dG or Z = zG can
be easily done by checking if ¢cB = Z. In other words, even
though finally the adversary A makes a correct guess v/ = v
on M,, B cannot use this information to break the ECDDH
assumption simply because the assumption does not exist in
the proof, and yields the security game meaningless.
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V. IMPROVEMENTS

In order to prevent the CPA attack, we have to slightly
modify the definition of index(-) function in Section II-B by
using an extra pseudorandom number generator PRF : {0, 1}¥ x
{0, 1}* — ZZ. In particular, we replace the function index(-)
by a new function index(-)’ = PRF(r, index(-)) which gen-
erates sequence numbers based on a random salt r of k bits
together with the output of index(-). This increases the decryp-
tion key size with extra kxn bits, where k is the PRF algorithm
block size and n is the total hierarchy level. For example,
k = 512 if the HMAC-SHA256 algorithm is used; k = 1024
if the HMAC-SHA384 and HMAC-SHAS512 are used. For
instance, the sequence numbers of Dy, and Dy, in our CPA
attack can be computed as follows:

qu, (0) _ Qroot(index(x)/)

Dux =
Sy Sy
_ qroot(PRF(rAz, index(x))) s + a(PRF(rAz, 1))
- Sy - Sy
D = 4qu, (0) . Qroot(index(}’)/)
BT sy Sy
_ qroot(PRE(ra,, index(y))) s+ a(PRF(ra,, 2))
B Sy B Sy
Do q,,(0) _ q;mt(index(x)’ )
e Sx Sx
_ qéoot(PRF(rAw index(x))) s+ a’(PRF(rA3, 1))
- Sy N Sy
D o 4, (0) _ Qoo (index (»)')
uy = Sy B Sy
oot (PRF(ra,, index(y))) s + d' (PRF(ra;, 2))
Sy Sy .

Since the index(-)" values in Dy, and Dy, are different now,
the sequence numbers cannot be removed to forge the decryp-
tion key D* as in the CPA attack. We emphasize that this
is the only changes needed to prevent the CPA attack, and
other algorithms in Yao et al.’s KP-ABE scheme can remain
unchanged.

A. Security Proof

We make use of the modified decisional game from [5]
to devise a security proof in the generic model for
the fixed KP-ABE scheme. Instead of asking the adver-
sary to decide whether the challenge ciphertext is either
C = ENCMy, Ky),MACyy = HMACMy,K,) or C =
ENC(M1, K,), MACy; = HMAC(M1, K,), we ask the adver-
sary to decide either C and MACy, are formed by using Ky, K,
or two random values «, 8 € Z,. We consider a random encod-
ing ¢ of additive group Z, such that ¢ : Z, — {0, 1}"*, where
n > 31g(g). We are given an oracle to compute the induced
group action on G : {¢(x) : x € Z,}. We refer to G as a
generic group. The following theorem gives a lower bound
on the advantage of a generic adversary in breaking the fixed
KP-ABE scheme.
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Theorem 1: Let ENC, MACy, and PRF be a secure sym-
metric encryption scheme, a secure message authentication
code and a secure pseudorandom number generator, respec-
tively, and let ¢, G be defined as above. For any adversary
A for the fixed KP-ABE scheme, let ¢, be a bound on the
total number of group elements it receives from queries made
to the key-generation oracle and from the interactions in the
IND-CPA security game. The advantage of A in the IND-CPA
security game is then O(q./q).

Proof: Setting G = ¢ (1), we show that if an EC group
can be modeled by a generic group, then the fixed KP-ABE
scheme is secure against ciphertext indistinguishability under
CPA by an adversary A.

Initialization: A declares the set of attributes @ which will
appear in the challenge ciphertext.

Setup: The simulation chooses random s, s; € Z; to com-
pute PK = ¢(s) and P; = ¢(s;) for i € U. The public
parameters Params = {G, G, PK, Py, ..., Py} are sent to A.

Phase 1: When A issues queries for a decryption key for
the access tree I', the simulator computes D = {D,} as in the
fixed key-generation algorithm in Section V. In precise, for
the root R, setting gr(0) = s, the simulator chooses random
coefficients A; € Z;‘; and random strings r; € {0, 1}* to con-
struct the random (dg — 1)-degree polynomial gg(index’(x)),
where 1 < j < dgr — 1 and [ range from 1 to the maximum
hierarchy level in I'. Note that index’(x) € ZZ is a random
value obtained from the PRF oracle using r; and index(x) as
the seed. For other nodes u, the simulator constructs the ran-
dom polynomial g, (index’(u)) similarly. In the case, where A
asks for a decryption key for a I' that can be satisfied by w,
the simulator aborts.

Challenge: When A submits the challenge messages M* and
the attribute set w, the simulator randomly chooses k € Zj;
to compute C; = ¢(ks;) for i € . The simulator then
flips a random coin b € {0,1}. If b = 0, the simulator
randomly selects o, € Zz to compute C, MACys+, where
K, = a,Ky, = B. Else b = 1, the simulator computes
C' = kPK = (K, Ky) = ¢(ks) and subsequently the values
C, MAC)+. These values are passed to 4 as the challenge
ciphertext.

Phase 2: A continues to issue new queries as in Phase 1
and the simulator replies as above.

Guess: A outputs a correct guess b’ to indicate the ciphertext
is proper encryption or not.

We now left with the probability calculation of A making
a correct guess. As the simulation is perfect from A’s view,
there is no game abortion except the collision of elements map-
ping from ¢ with a probability of 1/ |Zj‘;| = 1/q. Therefore,
the lower bound of A’s advantage in correctly guessing the
ciphertext is O(q./q) as claimed, where ¢, is the total queries
to ¢. |

B. Hierarchical KP-ABE

The fixed KP-ABE scheme can be extended into an H-KP-
ABE by adopting the decryption key delegation techniques
from [16]. With the more powerful H-KP-ABE, users can per-
form role delegation or even possible to achieve the on-the-fly
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IoT-connected Healthcare system.
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Fig. 2. Access policy on Dr. A’s decryption key.

P2P system [36]. The on-the-fly P2P system can be established
by one or more PKGs (attribute authorities) with a designated
objective and a finite duration which initially generate decryp-
tion keys to the new (level 1) users of the network. When the
size of the system grows, a level 1 user is now promoted to
be the sub-PKG. The sub-PKG can setup its own P2P group
(level 2 users) but it can only generate decryption keys which
are at most as strong as its own private key.

Considering the scenario of an IoT-connected healthcare
system as depicted in Fig. 1, the proposed H-KP-ABE can
be deployed to secure the communication between hospitals
and the wearable medical system [38], [41] as well as the
emergency medical system [39]. For an example, on 8 A.M.,
when the medical officer on ambulance completed the diagno-
sis on a patient, the data can be encrypted using the attributes
{time : 1 % *xx,time : * 0 % %, time : * %0, time :
* % 0, time_am, cardiac_arrest, myocardial_infarction, stroke}
and sent to the healthcare system, where the first five
attributes represent 8 A.M. in binary format. The system then
alerts the specialist on duty, Dr. A on the patient’s arrival.
We assume Dr. A’s decryption key consists of the policy
ANY (1)(cardiac_arrest, trauma, asthma, time : Q% %, time : *
Os, time : *x0x%, time : x%%0, time_am, time_pm) as depicted
by Fig. 2.

If Dr. A is currently occupied, in order to delegate his
patients to Dr. B, he can use H-KP-ABE to delegate the
patient’s data to Dr. B in a P2P manner, i.e., without con-
tacting the PKG. There are a few advantages of delegation
feature in H-KP-ABE compared to the naive delegation mech-
anism in KP-ABE in which Dr. A has to decrypt the patient
data and re-encrypt it under Dr. B’s public key. First, H-KP-
ABE is significantly more efficient compared to KP-ABE in
terms of role delegation as Dr. A only needs to generate
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Fig. 3. Access policy on Dr. A’s delegated decryption key.

a subkey as the delegated decryption key, instead of per-
forming both encryption and decryption. Second, H-KP-ABE
allows Dr. A to achieve fine-grained control on the delegated
decryption key while KP-ABE cannot. For instance, Dr. A
wishes to take over his own patients after 11 A.M. He can
pass to Dr. B a delegated decryption key which is valid until
11 A.M. only. The stricter access policy can be designed as
AND(AND(OR(time : 0 % %, AND(time : * 0 * x, OR(time
o % 0%, time @ % % % 0))), time_am), ANY (1) (cardiac_arrest,
trauma, asthma)) as shown in Fig. 3. The left branch allows
the checking of <11 by comparing the bits location of
Dr. B’s decryption time.

The generation of such delegated decryption key be done
by running the following algorithm, where [ is the additional
threshold to be added.

1) Subkey-Generation (I', D, Params): Define a new degree
value d|, = d,, + [ for each node u in the access tree " in a
top-down manner, where d; < n and n is the total number
of nodes at the same level. For each polynomial g,(x) in I'
whose new degree d, is determined, define the new polynomial
as ¢u(x) = gu(x)(x + 1)}, where x = index(-)’.

When the polynomial of a leaf node u in the access tree
is defined, a secret share of the decryption key for the leaf
node u is defined as D!, = Dy (x + 1)! = [(q,(0)(x + 1)))/s;].
This process is repeated for each leaf node and decryption
key is defined as D' = {D)} = {[(g.(0)(x + 1Y /sil}, where
i = attr(u) and i € w.

Remark: The new threshold value ¢ = t+/ cannot be greater
than the total leaf nodes n such that ¥ < n. Referring to the
toy example, Dr. A’s key policy ANY(1) is a (1, 9)-threshold
gate and the policy in the new decryption key created by him
can be at most a (9, 9)-threshold gate, which is an AND of
all attributes.



6390

Setup
35
“ — YT [
-;. e - = Ours
o
e GPSW1 [16]
k=
E 15 -~
F . i o
i T —— remaasEeasThaNmam L BSZ2(4
3 3 50 B
KeyGen
250
.
— T[4
= 150 -
il
i —
5 =
= o
- "‘__r"‘
-
et
VIO frug
| 2 30 50 o
SubKeyGen
8
’ .
7 -
P
¥
1]
”~
. P - = Ours
= -
= T e GPSW1 [16]
)
mn a5 i
: .- GPSW2 [16]
o
E ¥ = i
£ g BSZ1[4]
= - L ks
— o == B2[4
1 R
e

Fig. 4. Performance of H-KP-ABE at 80-bit security on phone.

The following theorem claims the security of the H-KP-
ABE scheme.

Theorem 2: Let ENC, MACy,, PRF be a secure symmetric
encryption scheme, a secure message authentication code and
a secure pseudorandom number generator, respectively, and
let ¢, G be defined as above. For any adversary A for the
H-KP-ABE scheme, let g, be a bound on the total number
of group elements it receives from queries made to the key-
generation and subkey-generation oracles, as well as from the
interactions in the IND-CPA security game. The advantage of
A in the IND-CPA security game is then O(g./q).

Proof: The proof is similar to that in Theorem 1 with the
simulation of an additional subkey-generation oracle, whose
operations can be extracted from the key-generation oracle. ®

C. Comparison and Analysis

The original Yao et al.’s KP-ABE scheme together with sev-
eral other ABE schemes have been benchmarked in [47] on PC
with processor i7-4710HQ (3.4 GHz) under the Charm frame-
work [1] which is written in C language. Using the access pol-
icy of AND(attr3, OR(attriy, attrp)), Yao er al.’s KeyGen and
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Decrypt can be completed in 0.161 and 0.557 s, respectively;
while other ABE schemes need at least 1.733 and 0.559 s, or
the maximum 49.184 and 3.322 s, respectively. This shows
that the original Yao et al.’s KP-ABE scheme is the most effi-
cient ABE scheme in the literature, where it is at least ten
times faster than normal ABE schemes. We are interested to
know whether the strength in efficiency still hold when the
security fix is applied.

In this section, we benchmark the original Yao et al.’s
KP-ABE scheme and the fixed scheme in: 1) an Android
phone which runs Android 4.4.2 with 2GB RAM on Quad-
core 2.3 GHz Krait 400 processor and 2) an end user PC which
runs Windows 7 Pro 64-bit with 4 GB RAM on Intel i3-2120s
3.3 GHz processor. The schemes are implemented using Java
cryptography extension and the ECC library optimized for
Android from [35].

First, we quantify the efficiency loss due to the secu-
rity fix of KP-ABE scheme on Android phone to mimic
the environment of an IoT device. Two ECs are chosen,
namely, secpl92kl and secp256kl which provides 80-bit
and 128-bit security, respectively. AES-128 and HMAC-
SHA256 are selected to represent the secure symmetric
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Fig. 5. Performance of H-KP-ABE at 128-bit security on phone.

TABLE I
PERFORMANCE OF YAO et al.’S KP-ABE SCHEME
ON PHONE (UNIT: MILLISECOND)
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TABLE 11
PERFORMANCE OF FIXED KP-ABE SCHEME
ON PHONE (UNIT: MILLISECOND)

80-bit security | 128-bit security
(secpl192k1) (secp256k1)

Setup 10,305.38 13,119.03

Encrypt 351.08 906.96

KeyGen 5.39 5.54

Decrypt 1,656.60 2,370.36

80-bit security | 128-bit security
(secpl192k1) (secp256k1)

Setup 10,389.05 13,507.82

Encrypt 378.19 891.85

KeyGen 7.04 7.71

Decrypt 1,956.91 2,847.49

key encryption algorithm and MAC algorithm in encrypt.
Furthermore, the plaintext of the scheme is set as a random
1024 bits message and we fix the same ten random attributes
(attry, attrp, . .., attrjg) during Encrypt and KeyGen with the
access policy AND(attry, attrp, .. ., attrjg). The algorithms are
run for 1100 rounds with the first 100 rounds omitted and the
average timing in milliseconds of the remaining 1000 rounds
are recorded.

From Tables I and II, notice that the performance of Encrypt
algorithm are about the same. This is because our security
fix modifies the index(x) function in KeyGen and Decrypt

algorithms only. However, KeyGen of our improved scheme
is decelerated for approximately 23% under secp192kl and
28% under secp256kl; while the Decrypt is 15% slower
under secpl92kl and 17% slower under secp256kl. Even
though the performance of decryption is slightly decreased,
the fixed scheme is still the fastest in the literature as shown
in Figs. 4-7.

We also compare the proposed H-KP-ABE to four state-
of-the-art pairing-based KP-ABE schemes [4], [16] and
a pairing-free KP-ABE scheme [18]. First, we extend
Baek er al’s and Goyal et al’s KP-ABE schemes into
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Fig. 6. Performance of H-KP-ABE at 80-bit security on PC.

H-KP-ABE using the technique described in Section V-B.
Next, we run the four H-KP-ABE schemes on Type A
curve [10] using 160-bit prime order with 1024-bit prime
p for 80-bit security, and 256-bit prime order with 1536-bit
prime p for 128-bit security. On the other hand, Herranz’s
KP-ABE is run on secpl92kl and secp256k1 since it does
not require any pairing operation. We also set its user limit to
100, which is a part of its security parameter [18]. Although
Herranz’s KP-ABE scheme cannot be extended hierarchically,
we still include it into the comparison as it is the only
secure pairing-free KP-ABE that we know to-date besides
Yao et al.’s.

We initialize the schemes with a total of 100 attributes
as the attribute universe U, and set the number of attributes
o in the six sample ciphertexts as 10, 20, 30, 40, 50,
and 60. Next, we craft six versions of access policies in
the corresponding decryption key as (7, 10)-threshold gate
[i.e., ANY (7){attry, attrp, ..., attrig}], (14, 20)-threshold gate,
(21, 30)-threshold gate, (28, 40)-threshold gate, (35, 50)-
threshold gate, and (42, 60)-threshold gate. For H-KP-ABE,
we evaluate SubKeyGen for each access policy above by
increasing threshold 7 to + 3. We illustrate the benchmarking
results from phone in Figs. 4 and 5 while PC in Figs. 6 and 7.
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At the first glance, in both platforms, the timing patterns
of the (H-)KP-ABE schemes are not affected by the types of
ECC curve. Yao et al.’s and our H-KP-ABE schemes appeared
to be the fastest among all in every algorithm. Notice that
under 128-bit security in the phone, our Setup algorithm can
be completed within 15 s with |U] = 100; while KeyGen
algorithm can be done within 6 s with || = 60. This is quite
efficient given the fact that the former is only executed once
per system life time while the latter is executed once for each
user. In the case they are executed by PC, approximately 1 s
is needed as shown in Figs. 6 and 7.

Besides, our H-KP-ABE encryption on phone exceeds 2 s
when a ciphertext has more than 30 attributes. The correspond-
ing decryption time is also linear to the number of attributes
due to the polynomial interpolation operations. However, we
argue that in practice one may not need that much of attributes
to encrypt/decrypt a data as we can optimize the attributes
assignment by grouping the attributes of same nature into a
single attribute. For instance, instead of using 28 attributes
month : Ok, ..., month : #%x0, month : 1%, ..., month : *
sk l,day : Ossxx, ..., day : sxx%%0, day : L, ...,
day : skxsk1, time : Oxskx, ..., time : xx%0, time : Lk, ...,
time : s * % 1, time_am, time_pm to represent month, day
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Fig. 7. Performance of H-KP-ABE at 128-bit security on PC.

and time, we can compress them to 13 attributes month,
day, time, 1 s s ks, ..., % k%% 1, 0% % k%, ..., % % % % *0,
where the binary attributes can AND with any of the first
three attributes. If exact timing is not required in practice,
attributes, such as ****] and ****( can be omitted to further
reduce the polynomial degree and hierarchy level. Moreover,
in the scenario, such as the smart factory [37], smart rehabil-
itation [14], and smart medical [38], [39], [41] whose IoT
devices send data most of the times and take commands
from server occasionally, decryption is frequently done by
PC instead of IoT devices. In such applications, for cipher-
text with 30 attributes, decryption can be completed within
0.5 and 0.9 s on secpl192kl1 and secp256kl, respectively, as
shown in Figs. 6 and 7.

It is obvious that the pairing-based H-KP-ABE schemes are
slower than our pairing-free H-KP-ABE scheme, though some
of them like GPSW1, BSZ1, and BZS2 do not need to define
the attribute universe before running the Setup algorithm.
However, it is a common practice to identify the attributes
in a system before setting it up and so this property is not a
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must. In fact, schemes like GPSW1 and ours which require
the attribute universe to be established in advance are always
more efficient, but Herranz’s KP-ABE is an exception. We
are surprised to see that the pairing-free KP-ABE scheme is
the slowest in general. Out of the five algorithms, Herranz’s
KeyGen algorithm is the only algorithm which is faster than
ours, when the number of attributes is greater than 30. Its
poor performance is justifiable if we take into consideration
the security level. Herranz’s KP-ABE is proven secure in a
stringent security model, namely, standard model with adaptive
security that is stronger than the standard model with selective
security adopted by GPSW1 and GPSW2 KP-ABE schemes.
We think that sacrificing the performance and the useful dele-
gation features in an efficient H-KP-ABE scheme in exchange
to a stronger security assurance of a KP-ABE scheme is not
a practical choice. Furthermore, there is an evidence [23]
showing that the cryptographic schemes proven secure in the
standard model are not necessarily more secure than those not
proven so in the practice. Therefore, we believe our H-KP-
ABE scheme is the optimum solution for IoT application and
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we leave the design of the security proof in a stronger security
model for our H-KP-ABE scheme as an open problem.

VI. CONCLUSION

We cryptanalyzed a pairing-free KP-ABE scheme designed
for IoT applications. Subsequently, an efficient fix is proposed
to secure against the discovered vulnerability and a hierarchi-
cal version is proposed to cover the scenario of decentralized
P2P applications. Our benchmarking results suggest that the
proposed H-KP-ABE scheme is suitable for IoT applications
which perform encryption and role delegation on low powered
devices but decryption on the server.
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